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DISCLAIMER

THE INFORMATION CONTAINED HEREIN AND THE FINANCIAL INFORMATION EXCHANGE
PROTOCOL (COLLECTIVELY, THE "FIX PROTOCOL") ARE PROVIDED "AS IS" AND NO PERSON OR
ENTITY ASSOCIATED WITH THE FIX PROTOCOL MAKES ANY REPRESENTATION OR WARRANTY,
EXPRESS OR IMPLIED, AS TO THE FIX PROTOCOL (OR THE RESULTS TO BE OBTAINED BY THE USE
THEREOF) OR ANY OTHER MATTER AND EACH SUCH PERSON AND ENTITY SPECIFICALLY
DISCLAIMS ANY WARRANTY OF ORIGINALITY, ACCURACY, COMPLETENESS, MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE. SUCH PERSONS AND ENTITIES DO NOT WARRANT
THAT THE FIXPROTOCOL WILL CONFORM TO ANY DESCRIPTION THEREOF OR BE FREE OF
ERRORS. THE ENTIRE RISK OF ANY USE OF THE FIX PROTOCOL IS ASSUMED BY THE USER.

NO PERSON OR ENTITY ASSOCIATED WITH THE FIX PROTOCOL SHALL HAVE ANY LIABILITY FOR
DAMAGES OF ANY KIND ARISING IN ANY MANNER OUT OF OR IN CONNECTION WITH ANY USER'S
USE OF (OR ANY INABILITY TO USE) THE FIX PROTOCOL, WHETHER DIRECT, INDIRECT,
INCIDENTAL, SPECIAL OR CONSEQUENTIAL (INCLUDING, WITHOUT LIMITATION, LOSS OF DATA,
LOSS OF USE, CLAIMS OF THIRD PARTIES OR LOST PROFITS OR REVENUES OR OTHER ECONOMIC
LOSS), WHETHER IN TORT (INCLUDING NEGLIGENCE AND STRICT LIABILITY), CONTRACT OR
OTHERWISE, WHETHER OR NOT ANY SUCH PERSON OR ENTITY HAS BEEN ADVISED OF, OR
OTHERWISE MIGHT HAVE ANTICIPATED THE POSSIBILITY OF, SUCH DAMAGES.

DRAFT OR NOT RATIFIED PROPOSALS (REFER TO PROPOSAL STATUS AND/OR SUBMISSION
STATUS ON COVER PAGE) ARE PROVIDED "AS-1S" TO INTERESTED PARTIES FOR DISCUSSION
ONLY. PARTIES THAT CHOOSE TO IMPLEMENT THIS DRAFT PROPOSAL DO SO AT THEIR OWN
RISK. IT IS ADRAFT DOCUMENT AND MAY BE UPDATED, REPLACED, OR MADE OBSOLETE BY
OTHER DOCUMENTS AT ANY TIME. THE FPL GLOBAL TECHNICAL COMMITTEE WILL NOT ALLOW
EARLY IMPLEMENTATION TO CONSTRAIN ITS ABILITY TO MAKE CHANGES TO THIS
SPECIFICATION PRIOR TO FINAL RELEASE. IT IS INAPPROPRIATE TO USE FPL WORKING DRAFTS
AS REFERENCE MATERIAL OR TO CITE THEM AS OTHER THAN “WORKS IN PROGRESS”. THE FPL
GLOBAL TECHNICAL COMMITTEE WILL ISSUE, UPON COMPLETION OF REVIEW AND
RATIFICATION, AN OFFICIAL STATUS ("APPROVED") TO THE PROPOSAL AND A RELEASE NUMBER.

No proprietary or ownership interest of any kind is granted with respect to the FIX Protocol (or any rights therein).

Copyright 2003-2010 FIX Protocol Limited, all rights reserved
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1 Introduction

Exchanges and Markets are subject to large spikes in volume from various Direct Market Access (DMA) sources
including ALGOs, Smart Order Routers and other concentrators of order/quoting flow. These spikes in flow can
cause the exchanges to slow down dramatically once a certain overall rate of messaging has been reached and
sustained for a period of time.

Many exchanges provide “throttle” mechanisms that provide a method of slowing down messages, rejecting
messages or disconnecting sessions above a certain rate of messages. A throttle is normally set at level of so many
messages per unit of time per a session, on other exchanges an alternative method of number of outstanding requests
may be used. Additionally, some exchanges provide the ability to throttle by message type or take action on a
message given that the message is throttled.

The purpose of this document is to provide a standard, extensible way for throttle parameters to be communicated
between the exchange/market and the messaging source. The objective of this proposal is to convey this
information at the application level as throttle parameters that are set by the market venue between the venue and the
trading counterparty. These parameters are similar to throttle arrangements that may currently be set in user
profiles/setup or "rules of engagement” documents. This proposal does not address quality of service (QoS) or
throttle control at the session layer.

2 Business Workflow

Upon initial engagement with the market, practitioners will discuss messaging requirements, networking
requirements and the throttles to be applied. Throttles are usually not dynamic and are subject to a business
negotiation, although in some cases they may simply be applied according to the policies of the exchange.

User Request Message
UserRequestType Throtile Level

F

Trading System

Customer Trading Gateway (Matching Engine)

UserRequestResponse
Throtle Defails Component Group

In the FIX session itself. the market can provide the capability to advise the market participant about throttle settings
that are set for the session and if the throttle is enabled. Upon request, the market participant is informed of the types
and levels of throttles imposed upon the participant’s session.

Throttling capabilities are provided commonly at the session level, and in some cases functionality is also provided
at the application level.

a) At the session level, the throttle is usually specified in messages per second and secondarily can also
specify different actions to be taken should the throttle be exceeded depending upon the messaging level
(queue, reject, disconnect.) Another throttle type is to allow only a certain amount of messages outstanding.
Different throttles for different message types can be specified. The messages will rejected by a Business
Reject Message, usually by a component outside of the trading system itself when the throttle is exceeded.
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Customer — — | Teading Gmm.,....‘ | Trading System

{(Matching Engine)
—mnil] . 9 |
Throttle: For example -
Business Reject Message: More than 50 msgs per second
Throttle Limit Exceeded - Queue until next second

Mare than 100 msgs per sec
- Reject msgs

b) At the application level markets may support the ability for the message to request that it be rejected
instead of queued. For example, certain high frequency algorithmic order flow is highly latency sensitive
and large delays imposed by throttling would adversely impact it, so firms may prefer that it be rejected
should a throttle limit be exceeded. However, certain retail customer order flow must be represented in the
market, and queuing would be preferable to rejection, Note that market rules may define only one behavior
or markets may configure a default behavior per session or per party. A market may convey throttling
information in FIX without allowing the user to override the default on a per-order basis.

Order Message:

Throttlelnst = Reject if threttle limit
exceeded

. _ Trading System
[ Customer - Trading Gatew— . -
e a_ 1 ~ (Matching Engine)

= | | |

Business Message Reject:
BusinesRejeciReasen = Thrattled
messages rejecled on reguest

c) Messages that are throttled can provide an indication that they were throttled on the message response.

Normal processing by the trading system occurs, the field indicating throttle is usually modified by a
component outside the trading system.

Order Message: Order Message: modified field to show

throttle ccourred

-

. _ & Trading System
[ Customer - Trading Gatew—: 4, . -
~ang E'_ 1 | (Matching Engine)

Execution Report: ThrottleStalus = Execution Report: echo modified field
Craeued due te threttle limil exceeded to show throtlle occurred
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3 Issues and Discussion Points

3.1 Issues
Issue: What message do we use to indicate that a throttle has been applied at the session level?

Response: At this point, session-level changes are outside the scope of this gap analysis.
Issue: ThrottleScope has Messages as a type. What other scopes do we need? (Parties are covered in entitlements.)

Response: During the December 3, 2009 GEXMC call, it was suggested that this be added, although its function is
not clear. This is an issue for discussion.

Further response: At the February 4, 2010 GExMC meeting, ThrottleScope was redefined to reference the business
functions defined in the field EntitlementType, which is a new field proposed in the Entitlements Gap Analysis. At
the February 19, 2010 GTC meeting, we desired to remove the dependencies between this Gap Analysis and the
Entitlements Gap Analysis. This dependency was not detected as of that call and should be addressed.

Further response: At the February 25, 2010 GExMC meeting, ThrottleScope was removed.

Issue: A business need to indicate throttle level based on business concepts such as a Party is needed. Previously,
this Gap Analysis included an addition to the Party Entitlements Report message.

Response: This is now de-coupled to reduce the dependencies between the two proposals. Either a future Gap
Analysis, or an amendment to the Entitlements Gap Analysis, will be required to meet this need.

Issue: Different calculation methods are possible for rate based throttles. For example, assume a limit of 100
messages per 1 second.

Fixed window: Every second, the counter resets to 0 and increments for every message sent. If more than
100 messages are sent before the next second, they are throttled.

Sliding window: For every message received, the recipient looks back one second. If 100 or more messages
were received in that time period, the current message is throttled.

Assume that a firm that sends no messages from 12:00:00.000 to 12:00:00.899 and then sends 100 messages at
12:00:00.900. The firm then sends 100 more messages at 12:00:01.100. In fixed window calculations, this would be
allowed. In sliding window calculations, the second 100 messages would be rejected.

Response: It is possible that additional computation methods exist. As such, computation method is outside the
scope of this Gap Analysis. Information on computation method must be communicated by bilateral agreement.

3.2 Activities Identified

The activities identified in this Gap Analysis are:

Activity required Response message

Indicate throttle nature, level, other information User Request / User Response

Indicate throttle applied to message Execution Report, Quote Status Report

Rejection of Order/Quote/Cancel when throttled Business Message Reject

Request Action to be Taken upon Throttle Include in originating Message itself; if the action is
taken the responding message will indicate reason.
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3.3 Related Items

Time to Market: Several respondents mentioned that rejection on throttle works crudely and the more important
element is the extent of delay. Additional requested fields are: Time to Market which measures the latency to the
market and allows for rejection of the Order/Quote if “stale”.

4 FIX message tables

4.1 User Response

User Response

Tag FieldName Req'd Comments Action Mapping
Usage and
Comments
StandardHeader Y MsgType = "BF"
923 UserRequestID Y
553 Username Y
926 UserStatus N
Component block < N Indicates throttle limits Add
ThrottleParamsGrp >
927 | UserStatusText N Reason a request was not carried out
StandardTrailer Y
4.2 User Notification
User Notification
Tag FieldName Req'd Comments Action Mapping
Usage and
Comments
StandardHeader Y MsgType = CB
component block <UsernameGrp> N List of users to which the notification
is directed
926 UserStatus Y Reason for notification - when
possible provide an explanation.
Component block < N Indicates throttle limits Add
ThrottleParamsGrp >
58 Text N Explanation for user notification.
354 EncodedTextLen N Must be set if EncodedText field is
specified and must immediately
precede it.
355 EncodedText N Encoded (non-ASCII characters)
representation of the Text field in the
encoded format specified via the
MessageEncoding field.
StandardTrailer Y
4.3 Execution Report
The Execution Report is modified as follows:
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Add new optional component ThrottleResponse prior to StandardTrailer.

4.4 Quote Status Report

The Quote Status Report is modified as follows:
Add new optional component ThrottleResponse prior to Text(58).

4.5 Mass Quote Acknowledgement
The Mass Quote Acknowledgement is modified as follows:

Add new optional component ThrottleResponse prior to StandardTrailer.

4.6 New Order Single

The New Order Single is modified as follows:
Add new optional field Throttlelnst prior to StandardTrailer.

4.7 Order Cancel Replace Request

The Order Cancel Replace Request is modified as follows:
Add new optional field Throttlelnst prior to StandardTrailer.

4.8 New Order Multileg

The New Order Multileg is modified as follows:
Add new optional field Throttlelnst prior to StandardTrailer.

4.9 Multileg Order Cancel Replace

The Multileg Order Cancel Replace is modified as follows:
Add new optional field Throttlelnst prior to StandardTrailer.

4.10New Order Cross

The New Order Cross is modified as follows:
Add new optional field Throttlelnst prior to StandardTrailer.

4.11Cross Order Cancel Replace Request

The Cross Order Cancel Replace Request is modified as follows:
Add new optional field Throttlelnst prior to StandardTrailer.

4.12New Order List

The New Order List is modified as follows:
Add new optional field Throttlelnst prior to StandardTrailer.

4.13Quote

The Quote is modified as follows:
Add new optional field Throttlelnst prior to Text(58).

O Copyright, 2009-2010, FIX Protocol, Limited
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4.14Mass Quote

The Mass Quote is modified as follows:
Add new optional field Throttlelnst prior to StandardTrailer.

4.15Business Message Reject

While the structure of the Business Message Reject message itself remains unchanged, an additional exception to the
rule stated in FIX 5.0 SP2 Volume 1 about using application-level reject messages instead of the Business message
Reject must be added:

4. In the event a message is received, fulfils session-level rules, but exceeds maximum throttle limits. In this
situation a Business Message Reject with BusinsessRejectReason = “Throttle limit exceeded”, “Throttle limit
exceeded, session will be disconnected”, or “Throttled messages rejected on request” should be issued; other
application-level messages should not be used in this situation.

5 FIX component blocks

5.1 ThrottleParamsGrp component block

This component is used to represent Throttles. This will be added to the User Response message. While we

anticipate this may be added to the Party Entitlement Report message to convey the information at a more granular
party or party relationship level, that is outside the scope of this proposal. User Response messages convey throttle
information per user or per session. Consideration has been given to extending this component block to the Logon,
but session-level changes are outside the scope of this proposal.

<Component block ThrottleParamsGrp>

Tag | Field Name Reqg'd | Action Mappings and Usage Comments
Comments
1610 | NoThrottles N Indicates number of
throttles to follow.

a | 1611 | ThrottleAction N Required when NoThrottles
> 0.

a | 1612 | ThrottleType N Required when NoThrottles
> 0.

a | 1613 | ThrottleNoMsgs N Number of messages per
time interval, or number of
outstanding requests.
Required when NoThrottles
> 0.

a | 1614 | ThrottleTimelnterval N Can be used only when

ThrottleType = Inbound
Rate. Indicates, along with
ThrottleTimeUnit, the
interval of time in which
ThrottleNoMsgs may be
sent. Default is 1.

O Copyright, 2009-2010, FIX Protocol, Limited
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a

1615 | ThrottleTimeUnit

N

Can be used only when
ThrottleType = Inbound
Rate. Indicates, along with
ThrottleTimeUnit, the
interval of time in which
ThrottleNoMsgs may be
sent.

Default is Seconds.

m!

Component block <
ThrottleMsgTypeGrp >

Indicates MsgType values
that this throttle counts. If
not specified, the definition
is implicit based upon
bilateral agreement.

</Component block ThrottleParamsGrp>

5.2 ThrottleMsgTypeGrp component block

This component is used to convey a list of MsgType values.

<Component block ThrottleMsgTypeGrp>

Tag | Field Name Reqg'd | Action Mappings and Usage Comments
Comments
1618 | NoThrottleMsgType N
a | 1619 | ThrottleMsgType N Required when

NoThrottleMsgType > 0.

</Component block ThrottleMsgTypeGrp>

5.3 ThrottleResponse component block

This component is used to convey information about the throttle status on response messages, e.g. Execution Report,
Quote Status Report, etc.

<Component block ThrottleResponse>

Tag | Field Name Req'd | Action Mappings and Usage Comments
Comments

1685 | Throttlelnst N Add

1609 | ThrottleStatus N Add

1686 | ThrottleCountindicator N Add

</Component block ThrottleResponse>
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6 Appendix A - Data Dictionary

Tag | Field Name Action Data type | Description FIXML Add to/Deprecate from Message
Abbreviation | type or Component block
380 | BusinessRejectReason | Add new int Code to identify reason for a Business Message @BizRejRsn
enum Reject message.
value
0 = Other
1 = Unknown ID
2 = Unknown Security
3 = Unsupported Message Type
4 = Application not available
5 = Conditionally required field missing
6 = Not Authorized
7 = DeliverTo firm not available at this time
18 = Invalid price increment
8 -Throttle limit exceeded
9 -Throttle limit exceeded, session will be
disconnected
10 —Throttled messages rejected on request
924 | UserRequestType Add new int Indicates the action required by a User Request @UserReqTy
enum Message p
value

1 =Log On User

2 = Log Off User

3 = Change Password For User

4 = Request Individual User Status
5 —Request Throttle Limit
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926 | UserStatus Add new int 1 =Logged In @UserStat
enum 2 = Not Logged In
value 3 = User Not Recognised
4 = Password Incorrect
5 = Password Changed
6 = Other
7 = Forced user logout by Exchange
8 = Session shutdown warning
9 = Throttle parameters changed
1609 | ThrottleStatus Add new int Indicates whether a message was queued as a result | @ThrttlStat ThrottleResponse (TBD)
Tag of throttling.
[NEW:
0 = Throttle limit not exceeded, not queued Throttle ->
1 = Queued due to throttle limit exceeded Thrttl]
1610 | NoThrottles Add new NumInGr | Indicates number of repeating groups to follow. ThrottleParamsGrp
Tag oup
1611 | ThrottleAction Add new int Action to take should throttle limit be exceeded. @Actn ThrottleParamsGrp
Tag
0 = Queue Inbound
1 = Queue Outbound
2 = Reject
3 = Disconnect
4 = Warning
1612 | ThrottleType Add new int Type of throttle. @Typ ThrottleParamsGrp
Tag
0 = Inbound Rate
1 = QOutstanding Requests
1613 | ThrottleNoMsgs Add new int Maximum number of messages allowed by the @NoMsgs ThrottleParamsGrp
Tag throttle. May be a rate limit or a limit on the number
of outstanding requests.
1614 | ThrottleTimelnterval Add int Value of the time interval in which the rate throttle @Tmintvl ThrottleParamsGrp
newTag is applied.
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1615 | ThrottleTimeUnit Add new int Units in which ThrottleTimelnterval is expressed. @TmuUnit ThrottleParamsGrp
Tag Uses same enumerations as OrderDelayUnit(1429).
0 = Seconds (default if not specified)
1 = Tenths of a second
2 = Hundredths of a second
3 = milliseconds
4 = microseconds
5 = nanoseconds
10 = minutes
11 = hours
12 = days
13 = weeks
14 = months
15 = years
1618 | NoThrottleMsgType Add new NumInGr | Number of ThrottleMsgType fields. ThrottleMsgTypeGrp
Tag oup
1619 | ThrottleMsgType Add new | String The MsgType (35) of the FIX message being @MsgTyp ThrottleMsgTypeGrp
Tag referenced.
[Uses enums from Tag 35]
1685 | Throttlelnst Add new int Describes action recipient should take if a throttle @ThrttlInst ThrottleResponse (TBD)
Tag limit were exceeded. Additionally separately added by
itself to:
0 = Reject if throttle limit exceeded New Order Single
1 = Queue if throttle limit exceeded Order Cancel Replace Request
New Order Multileg
Multileg Order Cancel Replace
New Order Cross
Cross Order Cancel Replace
Request
New Order List
Quote
Mass Quote
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1686 | ThrottleCountIndicator | Add new int Indicates whether a message decrements the number | @ThrttICntin | ThrottleParamsGrp
Tag of outstanding requests, e.g. one where ThrottleType | d
= Qutstanding Requests.
[NEW: Count
0 = Outstanding requests unchanged -> Cnt which
1 = Outstanding requests decreased was first used
in FIX 5.0
EP63 but not
added to the
Repository.]
ThrottleResponse Add new @ThrttIRsp Add component to:
component ExecutionReport
QuoteStatusReport
MassQuoteAcknowledgement
ThrottleParamsGrp Add new @ThrttlPrm Add component to:
component UserNotification
UserResponse
ThrottleMsgTypeGrp Add new @ThrttIMsgT | Add component to:
component yp ThrottleParamsGrp
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7 Appendix B - Glossary Entries

Term Definition Field where
used
Throttle A network capability to limit the number of messages sent into an ThrottleParams

exchange or market in an amount of time, or to limit the number of | Grp
message requests outstanding. Usually handled by a component
outside of the matching/trading engine.

8 Appendix C - Usage Examples
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